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LEIGHTON PARK

FOUNDED 1890

The taking, using and storing of images of students policy for
staff

Related Policies
This policy should be read in conjunction with the following other policies:
- Child Protection and Safeguarding policy
Anti — Bullying Policy
Data Protection Policy
Online Safety Policy
Staff Code of Conduct
Child on Child Abuse Policy
ICT Acceptable Use Policy
Privacy Policy / Policies
Mobile Phone Policy
The Taking, Usage and Storage of Images of Students Policy for Parents,
Guardians, Visitors and Students Policy

1. Introduction

Photographs and videos of school life, often including students, form an
important and valued part of the way Leighton Park communicates and
records events and achievements at the School. There is an expectation by
the School that staff will take photos or audio and video recordings of
students as part of their teaching and learning and in order to capture the
students’ experiences of school life.

The School processes images of students under the UK GDPR and Data
Protection Act 2018. The lawful basis relied upon will depend on the purpose
for which the image is used:

e Public Task
Where images are used for educational, pastoral or welfare purposes (for
example, recording a lesson to provide feedback or supporting student
learning), the School relies on the lawful basis of public task.

e Legitimate Interests
Where images are used for marketing, publicity or promoting the School (for
example, on the website, social media, or in the prospectus), the School relies
on legitimate interests.
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Upon their child joining the School parents/guardians are required to sign
Joining Papers confirming whether they do or do not object to the Taking,
Usage and Storage of Images of Students Policy. Students whose
parents/guardians object are ‘No Photos’ students and are identified on
iISAMs and in a document circulated by the Marketing Department.

Leighton Park School understands that there are some circumstances in
which students may suffer abuse or harm as a result of the misuse of
photographs or videos taken of them. We have a duty to protect the physical
and emotional wellbeing of each student. The School will not use images
where doing so would be unfair, overly intrusive, or likely to cause harm or
distress to the individual.

2. This Policy

« This policy outlines the safeguarding actions that exist at Leighton Park
School to protect students from potential abuse or harm arising from the
taking, usage and storage of photographs and videos.

« This policy applies to all staff and is available through the School intranet.
It relates to the taking, using, and storing of images of children and young
people:

- on School premises; or
- in connection with School activities; or
- for other legitimate purposes of the School.
* It covers the activities of staff at the School.
* Images: this expression in relation to students includes:
- photographs and digital photographs;
- video or film clips; and
- images and recordings taken on phone or tablet cameras, cameras,
video cameras or web cams.

+ Taking images: This expression includes, unless otherwise stated, making,

editing, using, exhibiting, and storing images of students.

3. Use of Student Images by Leighton Park

« Unless the relevant student or his or her parent/guardian or Local
Authority for a Looked After Child, has requested otherwise, the School
will use images of its students to keep the School community updated on
the activities of the School, and for marketing and promotional purposes,
including:

- oninternal displays (including clips of moving images) on digital and
conventional notice boards within the School premises;

- in communications with the School community (guardians, students,
staff, Governors and alumni) including by email, on the School intranet,
My School Portal, ClassList and VLE, by post;

- on the School's website and, where appropriate, via the School's social
media channels, e.g. Facebook, Instagram, YouTube, TikTok, LinkedIn
and Flickr. Such images would not normally be accompanied by the
student's full name (first name and surname) and in circumstances
where this is preferable (eg public examination results) specific
consent will be sought. First name and year group references are likely
to appear.
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- inthe School's prospectus, and in online, press and other external print
and digital advertisements for the School. Such external advertising
would not normally include students’ full names. First name and year
group references are likely to appear.

- With the School's overseas agents and feeder schools and their
communication channels to encourage awareness with their own
clients and families who may have an historic, current or future
interest in the School.

* The School will in normal circumstances only refer to students by their
first name, not full name. If there is a requirement to use the full name of

a student, then parental permission will be sought for that specific use.

Year group references are often included alongside first name for context.

* The source of these images is predominantly the Marketing team, School

Office team, professional photographers/videographers and members of

Academic, Pastoral and Boarding House teams. The primary use of these

images of students will be in relation to School activities, events, sports or

trips.

4. Image Use Risk Framework (Traffic Light System)

To support staff decision-making, the School applies a tiered approach to image
taking. No images should be deliberately taken of a student on the ‘no photos’
list. If an image is taken accidentally it should be immediately deleted or, if part
of a large group photo, the student'’s face edited /blurred so that they are
unrecognisable:

Green (Low Risk)

Images may be taken and used provided no objection has been received.
Examples include:
e group photos for internal displays

Amber (Medium Risk)
Images require staff to exercise judgment and may require additional checks.
Examples include:
e images used on social media or the School website
e close-up images of individual students
e images accompanied by limited identifying information

Red (Higher Risk)
Images require specific, case-by-case approval and direct communication with the
parent/guardian and/or student.
Examples include:
e national advertising campaigns
e prominent display (e.g. banners, billboards)
e case studies and/or news stories / socials focusing on individual students
e images where a student is clearly identifiable and central to the content
e images accompanied by full name (first name and surname) eg public exam
results

Staff must seek guidance from the Data Protection Lead if unsure which category
applies.
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5. Images that must not be used

Staff must not take or use images that:
e mMay cause embarrassment, distress or harm to a student;
e show astudentin a vulnerable or sensitive situation (e.g. injury, distress);
e reveal sensitive personal information;
e show students in revealing or inappropriate clothing;
e are unnecessarily intrusive or taken in private settings;
e could present a safeguarding risk.
If there is any doubt, the image must not be used and advice should be sought.

6. Use of Student Images for Identification and Security

+ All students are photographed on entering the School and for the purposes
of internal identification. These photographs are entered onto the School’s
database and identify the student by name, year group, House and
form/tutor group. This data processing is for the purpose of public task.

+ CCTVisin use on School premises and will sometimes capture images of
students. Images captured on the School's CCTV system are used in
accordance with the School's CCTV policy and other policies relating to CCTV
as listed at the start of this document.

7. Use of Student Images in the Media

+  Where possible, the School will always notify parents/guardians in advance
when the media is expected to attend an event or School activity in which
School students are participating and will make every effort to ensure that
any student whose parent or guardian has refused permission for images of
that student to be made in these circumstances are not photographed or
filmed by the media.

« The media normally asks for the names of the relevant students to go
alongside the images. The School takes the stance that in these instances
only first names may be provided. Where there is a requirement or a request
to display the full name (first name and surname) of the student
parents/guardians will be contacted to request their permission in that
specific instance to enable the School to release their child’'s full name for
publication.

* Studentimages are regularly used in marketing campaigns with much of our
significant advertising activity taking place in the Autumn term. The School
will make best efforts to obtain specific consent from parent/guardian of a
student appearing in an advertising campaign if it is possible to visually
identify that student.

+ Student images will be posted with the metadata unless the metadata
should relate to a student’s personal information in which case the metadata
will be deleted prior to publication.

+ Studentimages may be used in marketing activities by international agents
representing Leighton Park overseas to support the recruitment of
international boarding students for the School. Where images are published
online or shared with overseas partners, this may constitute an international
transfer of personal data. The School will ensure that:

0 such use is proportionate and appropriate;
0 any risks are considered,;
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o appropriate safeguards are in place where required.
8. Security of Student Images

» Professional photographers and the media are always accompanied by a
member of staff when on School premises, unless they have been fully
vetted, and DBS checked by the School. The School uses only reputable
professional photographers videographers and makes every effort to
ensure that any images of students are held by them securely, responsibly
and in accordance with the School's instructions. Nominated professional
photographers who are used regularly by the School are checked to be
compliant with our Child Protection and Safeguarding Policy.

* The School takes appropriate technical and organisational security
measures to ensure that images of students held by the School are kept
securely, and protected from loss or misuse, and will take reasonable steps
to ensure that members of staff only have access to images of students
held by the School where it is necessary for them to do so.

« As part of our legitimate use of images in preserving a record of school life
for future reference, photographs and videos of students will periodically
be shared with the Alumni and Archives team who will continue to store
images as above.

« Parents/guardians of students taking part in such plays and concerts will be
consulted if it is intended to make such recordings available more widely.

« With the exception of the swimming pool, parents/guardians are welcome
to take photographs or videos of their own children taking part in sporting
and outdoor events for personal use only. Parents/guardians may not post
images on social media (Facebook, Instagram, YouTube, X, TikTok,
LinkedIn, Flickr etc or private social media chats such as What'sApp,
Snapchat or Messenger), which include other children, as they may
present a safeguarding risk for those children.

+ Overseas agents are vetted by the School for quality assurance and
images are supplied to them to support the promotion of Leighton Park
to families considering boarding. Staff supplying images should request
that all images are stored securely and deleted 30 days after their final
use.

10. Objections and Withdrawal
Staff should be aware that students and parents/guardians have the right to
object to the use of images at any time.
The School will ensure that:

o all objections are recorded and communicated to School Office to update

iISAMS and the Marketing Dept to update the ‘no photos' list
Where an objection is received:

e the student must not be photographed or filmed going forward;

« If the objection relates to a specific image / video reasonable steps will be
taken to remove the image from online platforms and the image/ video
deleted from the server

In most cases, objections will be respected unless there is a compelling reason
not to do so.
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11. Safeguarding Considerations
The School maintains systems to identify students whose images must not be used for
safeguarding reasons.
Staff must:
e check relevant systems (ie. “No Photos” list) before taking or using images;
e immediately report concerns to the Designated Safeguarding Lead,;
¢ avoid taking images in sensitive locations or situations.
Any safeguarding concern overrides all other considerations.

12. Use of Camera and Recording Equipment by Staff

- Appropriate consents for taking and displaying photographs should be obtained
from parents, guardians and students where appropriate through the Joining
Papers and School communications.

- Staff are not permitted to take photographs or video footage using personal
mobile devices, cameras or filming equipment and may only do so using
equipment provided by the School for this purpose.

- Staff are not permitted to capture images of students on the ‘no photos’ list
circulated by Marketing or marked on iSAMs as ‘no photos’. Any images
accidentally captured must be deleted as soon as the error is identified. If the
image is of a large group it may be necessary to blur or distort the features of
the ‘no photos’ student in order to preserve a record of school activity.

- Staff may only take images of students in class, co-curricular activities, on the
Park, in Boarding Houses, at a School event, on a trip, or at a sporting fixture, for
educational purposes or for the purpose of recording an event or activity which
contributes to capturing the life of the School.

- Staff should ensure all images captured of students are saved securely on a
School-owned device or Leighton Park server which is appropriately managed
and maintained by the School’'s IT Department.

- Staff should not publish images of students on channels other than official
Leighton Park channels unless specific consent for the use of that image has
been provided by the parent/guardian of the students in the image. This
includes channels such as LinkedIn accounts belonging to individual staff
members and third party channels such as those belonging to charitable,
commercial or educational partners or publications.

Author: Elaine Newall, Director of Safeguarding
Sign off: Luke Walters, Head

Date of last review: October 2026

Date of next review : October 2028
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